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WHAT WE CLAIM: 



1. A pseudo-random key generator for use within a cryptographic 
communication system, said pseudo-random key generator comprising: 

a pseudo-random number generator; and 

a computer readable storage medium connected to said pseudo-random number 
generator. 



2. The cryptographic communication system according to claim 1, further 
comprising a timing circuit connected to said pseudo-random number generator. 

3. The cryptographic communication system according to claim 1, wherein 
said timing circuit further comprises: 

a clock connected to said pseudo-random number generator; 

a delta counter connected to said clock; and 

a time/key initialize device connected to said delta counter. 

T ~The"inyptogra^ system according to claim 2, wherein 

said computer readable storage medium includeslTPRt<h : e^ 

5. The cryptographic communication system according to claim 1, wherein 
said computer readable storage medium includes a key block formation table. 
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6. The cryptographic communication system according to claim 1, further 
comprising a read only computer readable storage medium connected to said timing 
circuit. 



7. The cryptographic communication system according to claim 6, wherein 
said read only computer readable storage medium comprises: 

a crypto midnight date and time value; and 

a key change period value. 

The cryptographic communication system according to claim 4, further 
comprising a systems re-map generator connected to said computer readable storage 
medium. 




8. The cryptographic communication system according to claim 8, wherein 
said computer readable storage medium includes an executable program, said 
executable program causing said systen/s re-map generator to re-map the data of said 
PRN re-map table. 



9. The cryptographic communication system according to claim 8, wherein 
said systems re-map generator selectively rearranges data stored in said computer 
readable storage medium. 




\ 



10. A cryptograph communication system having a pseudo-random key 
generator, said pseudo-random\key generator comprising: 
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a pseudorandom number generator; 

a timing circuit connected to said pseudo-random number generator; 

a first computers^eadable storage medium connected to said pseudo-random 
number generator; 

a systems re-map gener^or connected to said first computer readable storage 
medium; 

a second computer readable sft\rage medium connected to said first computer 
readable storage medium; and 

a third computer readable storage medWn connected to said timing circuit 



The cryptographic communication system according to claim 11, wherein 
aid first computer readable storage medium contains a PRN re-map table. 



12. The ovptographic communication system according to claim 11, further 
comprising a systemVre-map generator connected to said first computer readable 
storage medium, whereirKsaid systems re-map generator selectively rearranges data in 
said first computer readable^storage medium. 



13. The cryptographic communication system according to claim 11, wherein 
said third computer readable storage medium includes: 

a key change period value; and 

a crypto midnight date and time value. 



211/125982.01 

051 900/1 257/281 89.0001 0 



19 



a 8 

ft>nt 



_ PATENT 
Express Mailing Label No. 
Attorney Docket No. 28189.10 



— hfc T4m-«yplQgrajDhic communication system according to claim 1 1 , wherein 

said third computer readable storagerne^rair^ii^udes a security fuse. 




15. A method of pseudo-randomly generating cryptographic keys in a 
cryptographic communication system having a pseudo-random number generator and a 
^j^omputerr^dable storage medium, said method comprising the steps of: 



MS 

i 2 



value; 



inputting ihto said pseudo-random number generator a unique systems seed 
generating a pseudorandom numerical value; 

generating a first data stringi using said pseudo-random numerical value; and 
generating a second data string\ising said first data string. 




11 



The method according to claim 16, further comprising the steps of: 



inputting into 
value; and 



ijd computer readable storage medium a key change period 



inputting into said computer reactefcite storage medium a crypto midnight date and 
time value. 



17. The method according to claim 17, further comprising the step of 
initializing said pseudo-random number generator. 
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18. TR§-*iiretha^^ to claim 18, further comprising the step of 

initializing said computer readable storag? 



19. A cryptographic communications system comprising a pseudo-random key 
generator, said pseudo-random key generator comprising: 

a pseudo-random number generator; 

a computer readable storage medium connected to said pseudo-random number 
generator; and 

a re-map device connected to said computer readable medium. 

20. The cryptographic communication systems according to claim 20, further 
comprising a timing circuit connected to said pseudo-random number generator. 



21 . A cryptographic communications systems comprising: 

a plurality of pseudo-randpm key generators, each of said pseudo-random key 
generator comprising: 

a pseudo-random number generator; 

a timing circuit connected to said pseudo-random number generator; 

a first computer readable storage medium connected to said pseudo-random 
number generator; 

a systems re-map generator connected to said first computer readable storage 
medium; 
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a second computer readable storage medium connected to said first computer 
readable storage medium; and 

a third computer readable storage medium connected to said timing circuit. 




22. The cryptographic communications 
each of said pseudo-random key generator 



system according to claim 20, wherein 
includes a unique systems seed value. 



JE- 
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